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1
METHOD AND APPARATUS FOR
DETECTING PACKETS

CROSS-REFERENCES TO RELATED
APPLICATIONS

The present application is a continuation of U.S. patent
application Ser. No. 13/103,632, entitled “Method and Appa-
ratus for Detecting Packets™ and filed on May 9, 2011, which
claims the benefit of U.S. Provisional Patent Application No.
61/347,939, entitled “Indication of Non-HT Duplicate Packet
Reception” and filed on May 25, 2010. The disclosures of
both of the above-referenced applications are hereby incor-
porated herein by reference.

FIELD OF TECHNOLOGY

The present disclosure relates generally to OFDM-based
communication systems and, more particularly, to detection
of packets transmitted via a communication channel.

BACKGROUND

The background description provided herein is for the pur-
pose of generally presenting the context of the disclosure.
Work of the presently named inventors, to the extent it is
described in this background section, as well as aspects of the
description that may not otherwise qualify as prior art at the
time of filing, are neither expressly nor impliedly admitted as
prior art against the present disclosure.

Wireless local area network (WLAN) technology has
evolved rapidly over the past decade. Development of WLAN
standards such as the Institute for Electrical and Electronics
Engineers (IEEE) 802.11a, 802.11b, 802.11g, and 802.11n
Standards has improved single-user peak data throughput.
For example, the IEEE 802.11b Standard specifies a single-
user peak throughput of 11 megabits per second (Mbps), the
IEEE 802.11a and 802.11g Standards specify a single-user
peak throughput of 54 Mbps, and the IEEE 802.11n Standard
specifies a single-user peak throughput of 600 Mbps. Newer
protocols are often backwards compatible with older proto-
cols, to an extent, so that devices operating according to a
newer protocol can communicate with devices operating
according to an older protocol.

SUMMARY

In an embodiment, a method for detecting a duplicate
packet in a signal is implemented in a communication device.
The method includes receiving the signal at the communica-
tion device, and performing, in the communication device
and for each of a plurality of frequency bands, a carrier sense
(CS) operation on the received signal. Performing a CS opera-
tion includes performing a respective autocorrelation on the
received signal in a respective one of the plurality of fre-
quency bands. The method also includes performing, in the
communication device and for each of the plurality of fre-
quency bands, a clear channel assessment (CCA) operation
on the received signal. Performing a CCA operation on the
received signal includes measuring a respective amount of
energy in a respective one of the plurality of frequency bands.
The method also includes determining, in the communication
device, whether the received signal corresponds to a packet
duplicated in each of the plurality of frequency bands based
on (i) the CS operations, and (ii) the CCA operations.

In another embodiment, an apparatus for detecting a dupli-
cate packet in a signal includes a carrier sense (CS) packet
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2

assessment processor configured to analyze a received signal
at least by performing a respective autocorrelation on the
received signal in each of a plurality of frequency bands. The
apparatus also includes a clear channel assessment (CCA)
packet assessment processor configured to analyze the
received signal at least by measuring a respective amount of
energy in each of the plurality of frequency bands. The appa-
ratus also includes logic configured to determine whether the
received signal corresponds to a packet duplicated in each of
the plurality of frequency bands based on (i) outputs gener-
ated by the CS packet assessment processor, and (ii) outputs
generated by the CCA packet assessment processor.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 11is ablock diagram of an example wireless local area
network (WLAN) communication system in which network
devices detect packets received via a communication channel,
according to an embodiment.

FIG. 2A is block diagram of an example packet assessment
processor that utilizes carrier sense indication assess the
bandwidth of a received packet, according to an embodiment.

FIG. 2B is block diagram of another example packet
assessment processor that utilizes clear channel assessment to
assess the bandwidth of a received packet, according to
another embodiment.

FIG. 2C is a block diagram of an example packet assess-
ment processor that utilizes clear channel assessment and
carrier sense to assess the bandwidth of a received packet,
according to an embodiment.

FIG. 3 is a timing diagram for an example of generation of
an indication of a packet type when a packet is received via a
40 MHz communication channel, according to an embodi-
ment.

FIG. 4 is a timing diagram for another example of genera-
tion of an indication of a packet type when a duplicate packet
is received via a first 20 MHz bandwidth portion and a second
20 MHz bandwidth portion of a 40 MHz communication
channel, according to an embodiment.

FIG. 5 is a timing diagram for another example of genera-
tion of an indication of a packet type when a packet is received
via a first 20 MHz subchannel of a 40 MHz communication
channel, according to an embodiment.

DETAILED DESCRIPTION

In embodiments described below, a wireless network
device such as access point (AP) and client devices of a
wireless local area network (WLAN) transmit packets
between the AP and the client devices via a communication
channel. In some of the scenarios, devices in the WLAN
utilize a communication channel having first bandwidth, such
as a bandwidth of 20 MHz or another suitable bandwidth. In
other scenarios, devices in the WLAN utilize a communica-
tion channel having second bandwidth wider than the first
bandwidth, such as a bandwidth of 40 MHz, 80 MHz, 120
MHz, 160 MHz, or another suitable bandwidth. In an embodi-
ment, one or more of the network devices may conform to the
IEEE 802.11a Standard. In another embodiment, one or more
of the network devices may conform to the IEEE 802.11g
Standard. In still other embodiments, one or more of the
network devices may conform to the IEEE 802.11n Standard.
In various embodiments, various combinations of network
devices conform to various combinations of the IEEE
802.11a/g/n Standards. In other embodiments, network
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devices conform to suitable communication protocols other
than the protocols specified in the IEEE 802.11a/g/n Stan-
dards.

In some embodiments, a network device operating accord-
ing to a first protocol (referred to herein as a “wide bandwidth
protocol”) and utilizing the second wider bandwidth trans-
mits a packet according to a second protocol (referred to
herein as a “narrow bandwidth protocol”) in a first portion of
the second bandwidth, wherein the first portion has the first
bandwidth, and also simultaneously transmits a copy of the
packet in a second portion of the second bandwidth, wherein
the second portion also has the first bandwidth. This is useful,
for example, when the network device is communicating with
other devices that operate according to the narrow bandwidth
protocol. Transmitting the packet in the first portion of the
second bandwidth, and also simultaneously transmitting a
copy of the packet in the second portion of the second band-
width is sometimes referred to herein as transmitting a “dupli-
cate narrow bandwidth packet.”

In some embodiments, the wide bandwidth protocol is the
protocol set forth in the IEEE 802.11n Standard, and the
narrow bandwidth protocol is the protocol set forth in the
IEEE 802.11a Standard or the protocol set forth in the IEEE
802.11g Standard. In other embodiments, the wide band-
width protocol and the narrow bandwidth protocol are other
suitable protocols.

Other devices in the WLAN that operate according to the
wide bandwidth protocol receive the transmission of the
duplicate narrow bandwidth packet. These devices determine
whether the transmission corresponds to a single packet
according to the wide bandwidth protocol or a duplicate nar-
row bandwidth packet. Embodiments of techniques for deter-
mining whether a transmission corresponds to a single packet
according to the wide bandwidth protocol or a duplicate nar-
row bandwidth packet are described below.

FIG. 11s a block diagram of an example wireless local area
network (WLAN) 10, according to an embodiment. An AP 14
includes a host processor 15 coupled to a network interface
16. The network interface 16 includes a medium access con-
trol (MAC) processing unit 18 and a physical layer (PHY)
processing unit 20. The PHY processing unit 20 includes a
plurality of transceivers 21, and the transceivers 21 are
coupled to a plurality of antennas 24. Although three trans-
ceivers 21 and three antennas 24 are illustrated in FI1G. 1, the
AP 14 can include different numbers (e.g., 1, 2, 4, 5, etc.) of
transceivers 21 and antennas 24 and the number of transceiv-
ers 21 need not be the same as the number of antennas 24, in
other embodiments.

The WLAN 10 includes a plurality of client stations 25.
Although four client stations 25 are illustrated in FIG. 1, the
WLAN 10 can include different numbers (e.g., 1, 2,3, 5, 6,
etc.) of client stations 25 in various scenarios and embodi-
ments.

A client station 25-1 includes a host processor 26 coupled
to a network interface 27. The network interface 27 includes
a MAC processing unit 28 and a PHY processing unit 29. The
PHY processing unit 29 includes a plurality of transceivers
30, and the transceivers 30 are coupled to a plurality of anten-
nas 34. Although three transceivers 30 and three antennas 34
are illustrated in FIG. 1, the client station 25-1 can include
different numbers (e.g., 1,2, 4, 5, etc.) of transceivers 30 and
antennas 34 and the number of transceivers 30 need not be the
same as the number of antennas, in other embodiments.

In an embodiment, one or more of the client stations 25-2,
25-3, and 25-4 has a structure the same as or similar to the
client station 25-1. In these embodiments, the client stations
25 structured like the client station 25-1 have the same or a
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different number of transceivers and antennas. For example,
the client station 25-2 has only two transceivers and two
antennas, according to an embodiment.

In an embodiment, the operation of AP 14 and the client
stations 25-1, 25-2 and 25-3 conforms to the wide bandwidth
protocol (e.g., the IEEE 802.11n Standard based communi-
cation protocol or another suitable protocol). In this embodi-
ment, the AP 14 transmits data packets to client station 25-1
via a wide bandwidth (e.g., 40 MHz or another suitable band-
width) communication channel. In an embodiment, the wide
bandwidth communication channel (e.g., 40 MHz wide)
comprises a first bandwidth portion (e.g., 20 MHz wide) and
a second bandwidth portion (e.g., 20 MHz wide).

In an embodiment, the client device 25-4 is configured to
operate according to the narrow bandwidth protocol (e.g., the
IEEE 802.11a Standard based communication protocol, the
IEEE 802.11g Standard based communication protocol, or
another suitable protocol) but not the wide bandwidth proto-
col (and is referred to herein as a “legacy client device” for
ease of explanation). The AP 14 transmits data packets to the
legacy client station 25-4 via a narrow bandwidth channel
(e.g., a20 MHz wide communication channel), in an embodi-
ment.

In some scenarios, the AP 14 transmits a duplicate narrow
bandwidth packet. The legacy client 25-4 is configured to
receive and decode signals included in the first bandwidth
portion or the second bandwidth portion, but not both, of the
wide bandwidth communication channel. Because the dupli-
cate narrow bandwidth packet includes a packet according to
the narrow bandwidth protocol in the first bandwidth portion
and a duplicate of the packet in the second bandwidth portion,
the legacy client 25-4 is able to receive and decode the packet
within the narrow bandwidth packet whether the legacy client
25-4 is tuned to the first bandwidth portion or the second
bandwidth portion.

The client devices 25-1, 25-2, and 25-3 also receive the
transmission of the duplicate narrow bandwidth packet trans-
mitted by the AP 14. Each client 25-1, 25-2, and 25-3 deter-
mines whether the transmission is a packet according to the
wide bandwidth protocol or a duplicate narrow bandwidth
packet using techniques such as described below, in some
embodiments.

Similarly, in some embodiments and scenarios, one of the
client devices 25-1, 25-2, and 25-3 transmits a duplicate
narrow bandwidth packet. The legacy client 25-4 is able to
receive and decode the packet within the narrow bandwidth
packet whether the legacy client 25-4 is tuned to the first
bandwidth portion or the second bandwidth portion.

The other ones of the client devices 25-1, 25-2, and 25-3
and the AP 14 also receive the transmission of the duplicate
narrow bandwidth packet. The other ones of the client devices
25-1, 25-2, and 25-3 and the AP 14 determine whether the
transmission is a packet according to the wide bandwidth
protocol or a duplicate narrow bandwidth packet using tech-
niques such as described below, in some embodiments.

FIG. 2A is a diagram of an example packet assessment
processor 200 for determining whether a transmission corre-
sponds to a duplicate narrow bandwidth packet, according to
an embodiment. The packet assessment processor 200 is
included in a PHY processing unit such as the PHY process-
ing unit 20 and/or the PHY processing unit 29 (FIG. 1), in an
embodiment.

The packet assessment processor 200 includes an autocor-
relator 204 to process a signal corresponding to the first
bandwidth portion in a received signal. The packet assess-
ment processor 200 also includes an autocorrelator 208 to
process a signal corresponding to the second bandwidth por-
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tion in a received signal. In the IEEE 802.11a/g/n Standards,
a data unit includes begins in time with preamble, and more
particularly begins in time with a synchronization field (e.g.,
a short training field (STF)) which is a periodic sequence
comprising 10 periods, in which each period has a length of
0.8 microseconds (us). Thus, an autocorrelation of a signal
including the STF will tend to rise and plateau for approxi-
mately 0.8 ps, and this behavior can be utilized to help detect
adata unit. In particular, an output of the autocorrelator 204 is
utilized to detect an STF in the first bandwidth portion of the
received signal, and an output of the autocorrelator 208 is
utilized to detect an STF in the second bandwidth portion of
the received signal.

A carrier sense (CS) detection unit 212 is coupled to the
autocorrelator 204, and a CS detection unit 216 is coupled to
the autocorrelator 208. In an embodiment, the CS detection
unit 212 determines if the output of the autocorrelator 204
exceeds a first autocorrelation level threshold and generates
an indicator signal CS_CNTL based on whether the output of
the autocorrelator 204 exceeds the first autocorrelation level
threshold. In an embodiment, the CS detection unit 216 deter-
mines if the output of the autocorrelator 208 exceeds a second
autocorrelation level threshold and generates an indicator
signal CS_EXTN based on whether the output of the auto-
correlator 208 exceeds the second autocorrelation level
threshold. In an embodiment, the first autocorrelation level
threshold and the second autocorrelation level threshold are
the same value. In an embodiment in which the first autocor-
relation level threshold and the second autocorrelation level
threshold are the same value, the value of the first/second
autocorrelation level threshold is configurable. In another
embodiment, the first autocorrelation level threshold and the
second autocorrelation level threshold are different and/or the
values of the first autocorrelation level threshold and the
second autocorrelation level threshold are separately config-
urable.

The packet assessment processor 200 also includes a
packet type detector 220, which includes a CS count thresh-
old register 224 or other suitable storage device. The packet
assessment processor 200 receives a CS count threshold value
228 which is stored in the CS count threshold register 224. In
an embodiment, the carrier sense count threshold value 228
corresponds to a duration ofthe STF or another suitable value.

The packet assessment processor 200 also includes a car-
rier sense measurement counter unit 228 coupled to the CS
detection unit 216 and the CS detection unit 220. The carrier
sense measurement counter unit 228 comprises counters
232-1 and 232-2. The counter 232-1 counts a duration of a
period in which the CS_CNTL indicates detection of an STF
in the first bandwidth portion. Similarly, the 232-2 counts a
duration of a period in which the CS_EXTN indicates detec-
tion of an STF in the second bandwidth portion.

In an embodiment, counters 232-1 and 232-2 receive a
clock signal (CLK. In an embodiment, CLK has a clock
period of 0.1 psec (i.e. 10 MHz frequency). The sensitivity of
measurements described below is increased in other embodi-
ments by increasing the frequency of the clock signal 212.
Similarly, the sensitivity of measurements described below is
decreased in other embodiments by decreasing the frequency
of the clock signal CLK.

In an embodiment, the counter 232-1 is incremented at a
rate corresponding to the clock signal CLK when the
CS_CNTL indicates detection of an STF in the first band-
width portion. The counter 232-1 stops incrementing when
the CS_CNTL no longer indicates detection of an STF in the
first bandwidth portion. The counter 232-2 is incremented at
the rate corresponding to the clock signal CLK when the
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6
CS_EXTN indicates detection of an STF in the second band-
width portion. The counter 232-2 stops incrementing when
the CS_EXTN no longer indicates detection of an STF in the
second bandwidth portion.

Several illustrative examples are described below in the
context of the IEEE 802.11a/g/n Standards. In other embodi-
ments, other suitable communication protocols are utilized.

In a first example, a packet is received in a 20 MHz wide
primary portion (CNTL) of a 40 MHz communication chan-
nel, and no signal is received in a 20 MHz wide secondary
portion (EXTN) of the 40 MHz communication channel. In
this example, the CS_CNTL indication will indicate detec-
tion of an STF in the primary portion (CNTL). On the other
hand, the CS_EXTN indication will not indicate detection of
an STF in the secondary portion (EXTN) because there is not
a packet transmitted in the secondary portion (EXTN). The
counter 232-1 increments, whereas the counter 232-2 will not
increment. At the end of the STF of the received packet, the
counter 232-1 will stop incrementing.

In another example, a packet is received in a 20 MHz wide
secondary portion (EXTN) of a 40 MHz communication
channel, and no signal is received in a 20 MHz wide primary
portion (CNTL) of the 40 MHz communication channel. In
this example, the CS_EXTN indication will indicates detec-
tion of an STF in the secondary portion (EXTN) when the
STF of the packet is received. On the other hand, the
CS_CNTL indication will not indicate detection of an STF in
the primary portion (CNTL) because there is not a packet
transmitted in the primary portion (CNTL). The counter
232-2 increments, whereas the counter 232-1 will not incre-
ment. Atthe end ofthe STF of'the received packet, the counter
232-2 will stop incrementing.

In another example, a 40 MHz wide packet is received in
the 40 MHz communication channel according to the wide
bandwidth protocol. In this example, the CS_CNTL indica-
tion will indicate detection of an STF in the primary portion,
and the CS_EXTN indication will indicate detection of an
STF in the secondary portion. Both of the counters 232 incre-
ment, and at the end of the STF of the received packet, the
counters 232 will stop incrementing and will end at the same
or a similar count value.

Inanother example, a 40 MHz wide duplicate narrow band-
width packet is received in the 40 MHz communication chan-
nel. In this example, the CS_CNTL indication will indicate
detection of an STF in the primary portion, and the
CS_EXTN indication will indicate detection of an STF in the
secondary portion. Both of the counters 232 increment, and at
the end of the STF of the received packet, the counters 232
will stop incrementing and will end at the same or a similar
count value.

In other embodiments, the carrier sense measurement
counter unit 230 comprises a single counter 232. In this
embodiment, the single counter 232 increments only when
both indications CS_EXTN and CS_CNTL 208 indicate
detection of an STF in the first bandwidth portion and detec-
tion of an STF in the second bandwidth portion.

The packet type detector 220 is coupled to a preamble
decoder 234 configured to decode at least a portion of a packet
preamble formatted according to the wide bandwidth proto-
col, and to determine whether data in the portion of the
preamble indicates that the packet is a single packet that
occupies both the first bandwidth portion and the second
bandwidth portion according to the wide bandwidth protocol.
The preamble decoder 234 generates a signal WD_PKT that
indicates that data in the portion of the preamble of the packet
indicates that the packet is a single packet that occupies both
the first bandwidth portion and the second bandwidth portion
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according to the wide bandwidth protocol. For example, in an
embodiment in which the wide bandwidth protocol is the
IEEE 802.11n Standard, the preamble decoder 234 is config-
ured to decode the high throughput signal field (HT-SIG) and
determine whether the CBW 20/40 bit of HT-SIG indicates
the packet is a 40 MHz bandwidth packet. In an embodiment,
the preamble decoder 234 is configured to determine whether
the data in the portion of the preamble is valid and to generate
the WD_PKT further based on whether the data in the portion
of the preamble is valid. For example, in an embodiment in
which the wide bandwidth protocol is the IEEE 802.11n
Standard, the preamble decoder 234 is configured to decode
the HT-SIG, determine whether the HT-SIG passes a CRC
check, and generate the based on whether the HT-SIG passes
the CRC check.

The packet type detector 220 also includes logic 236
coupled to the carrier sense measurement counter unit 228
and to the preamble decoder 234. In an embodiment, the logic
236 compares the counter 232-1 and the counter 232-2 to the
value in the carrier sense count threshold register 224 Based
on the result of the comparison and the WD_PKT signal, the
logic 236 generates an indication Rx_Info, of a type of
packet received via the first and a second bandwidth portions
of the communication channel, in an embodiment.

Table 1 is a table of the RX_Info . values generated by the
logic 236 based on the type of packet received in an embodi-
ment in which the wide bandwidth protocol is the IEEE
802.11n Standard.

TABLE 1

Type and number of packets received
via 40 MHz communication channel

RX_Info g
value

Single packet received via 20 MHz primary channel
Single packet received via 20 MHz secondary channel
Single packet received via 40 MHz channel

Duplicate packet received via 20 MHz

primary and secondary channel

W= O

In an embodiment, the packet type detector 220 generates
an RX_Info_ value corresponding to 00 if counter 232-1
exceeds the carrier sense count threshold value in register 224
and if counter 232-2 does not exceed the carrier sense count
threshold in register 224. The packet type detector 220 gen-
erates an RX_Info value corresponding to 01 if counter
232-1 does not exceed the value of carrier sense count thresh-
old register 224 and if the counter 232-2 exceeds the value of
the carrier sense count threshold register 224. In an embodi-
ment, packet type detector 220 generates an RX_Info ¢ value
corresponding to 11 if counter 232-1 and counter 232-2 both
exceed the carrier sense count threshold value in the register
224 and WD_PKT does not indicate that the packet is a single
packet that occupies both the first bandwidth portion and the
second bandwidth portion. The packet type detector 220 gen-
erates an RX_Info . value corresponding to 10 if the counter
232-1 and counter 232-2 exceed the value in the carrier sense
count threshold register 224 and WD_PKT indicates that the
packetis a single packet that occupies both the first bandwidth
portion and the second bandwidth portion, in an embodiment.

In an embodiment, the logic 236 is configured to generate
an indicator (CS_CNTL_DETECT) of when the counter
232-1 exceeds the value in the CS count threshold register
224. In an embodiment, the logic 236 is configured to gener-
ate an indicator (CS_EXTN_DETECT) of when the counter
232-2 exceeds the value in the CS count threshold register
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224. In an embodiment, the logic 236 is configured to gener-
ate RX_Info.basedon CS_CNTL_DETECT and CS_EXT-
N_DETECT.

In other embodiments, additional autocorrelation and CS
detection unit(s) corresponding to additional bandwidth por-
tion(s) (e.g., a tertiary portion, a quaternary portion, etc.)
when a packet according to the narrow bandwidth protocol is
duplicated in multiple bandwidth portions. In these embodi-
ments, the carrier sense measurement counter unit 228
receives indication(s) for detection(s) of preambles received
via further bandwidth portion(s). In an embodiment, the logic
236 compares values of more than two counters to the value in
the in the carrier sense count threshold register 224 to deter-
mine if a duplicate narrow bandwidth packet was received. In
another embodiment, the logic 236 compares a value of single
counter to the value in the carrier sense count threshold reg-
ister 224 to determine if a duplicate narrow bandwidth packet
was received.

FIG. 2B is a diagram of another example packet assess-
ment processor 250 for determining whether a transmission
corresponds to a duplicate narrow bandwidth packet, accord-
ing to another embodiment. The packet assessment processor
250 is included in a PHY processing unit such as the PHY
processing unit 20 and/or the PHY processing unit 29 (FIG.
1), in an embodiment.

The packet assessment processor 250 includes a signal
energy measurement unit 254 to measure signal energy in a
signal corresponding to the first bandwidth portion in a
received signal. The packet assessment processor 250 also
includes a signal energy measurement unit 258 to measure
signal energy in a signal corresponding to the second band-
width portion in a received signal. Measured signal energy in
a bandwidth portion will tend to rise and plateau while a
signal is transmitted in the bandwidth portion. Thus, an output
of'the signal energy measurement unit 254 is utilized to detect
a packet transmitted in the first bandwidth portion of the
received signal, and an output of the signal energy measure-
ment unit 258 is utilized to detect a packet transmitted in the
second bandwidth portion of the received signal.

A clear channel assessment (CCA) unit 262 is coupled to
the signal energy measurement unit 254 and the signal energy
measurement unit 258. In an embodiment, the CCA unit 262
determines if the output of the signal energy measurement
unit 254 exceeds a first energy level threshold and generates
an indicator signal CCA_CNTL based on whether the output
of the signal energy measurement unit 254 exceeds the first
energy level threshold. In an embodiment, the CCA unit 262
determines if the output of the signal energy measurement
unit 258 exceeds a second energy level threshold and gener-
ates an indicator signal CCA_EXTN based on whether the
output of the signal energy measurement unit 258 exceeds the
second energy level threshold. In an embodiment, the first
energy level threshold and the second energy level threshold
are the same value. In an embodiment in which the first
energy level threshold and the second energy level threshold
are the same value, the value of the first/second energy level
threshold is configurable. In another embodiment, the first
energy level threshold and the second energy level threshold
are different and/or the values of the first energy level thresh-
old and the second energy level threshold are separately con-
figurable.

The packet assessment processor 250 also includes a
packet type detector 266, which includes CCA count thresh-
old register 270 or other suitable storage device. The packet
assessment processor 250 receives a CCA count threshold
value 274 which is stored in the CCA count threshold register
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270. In an embodiment, the CCA count threshold value 274
corresponds to a duration ofthe STF or another suitable value.

The packet assessment processor 266 also includes a CCA
measurement counter unit 278 coupled to the CCA detection
unit 262. The CCA measurement counter unit 278 comprises
counters 282-1 and 282-2. The counter 282-1 counts a dura-
tion of a period in which the CCA_CNTL indicates that the
output of the signal energy measurement unit 254 exceeds the
first energy level threshold. Similarly, the counter 282-2
counts a duration of a period in which the CCA_EXTN indi-
cates that the output of the signal energy measurement unit
258 exceeds the second energy level threshold.

In an embodiment, counters 282-1 and 282-2 receive a
clock signal (CLK). In an embodiment, CLK has a clock
period of 0.1 psec (i.e. 10 MHz frequency). The sensitivity of
measurements described below is increased in other embodi-
ments by increasing the frequency of the clock signal CLK.
Similarly, the sensitivity of measurements described below is
decreased in other embodiments by decreasing the frequency
of the clock signal CLK.

In an embodiment, the counter 282-1 is incremented at a
rate corresponding to the clock signal CLK when the
CCA_CNTL indicates that the output of the signal energy
measurement unit 254 exceeds the first autocorrelation level
threshold. The counter 282-1 stops incrementing when the
CCA_CNTL no longer indicates that the output of the signal
energy measurement unit 254 exceeds the first energy level
threshold. The counter 282-2 is incremented at the rate cor-
responding to the clock signal CLK when the CCA_EXTN
indicates that the output of the signal energy measurement
unit 258 exceeds the second energy level threshold. The
counter 282-2 stops incrementing when the CCA_EXTN no
longer indicates that the output of the signal energy measure-
ment unit 258 exceeds the second energy level threshold.

Several illustrative examples are described below in the
context of the IEEE 802.11a/g/n Standards. In other embodi-
ments, other suitable communication protocols are utilized.

In a first example, a packet is received in a 20 MHz wide
primary portion (CNTL) of a 40 MHz communication chan-
nel, and no signal is received in a 20 MHz wide secondary
portion (EXTN) of the 40 MHz communication channel. In
this example, the CCA_CNTL indication will indicate detec-
tion of a packet in the primary portion (CNTL). On the other
hand, the CCA_EXTN indication will not indicate detection
of'a packet in the secondary portion (EXTN) because there is
not a packet transmitted in the secondary portion (EXTN).
The counter 282-1 increments, whereas the counter 282-2
will not increment. When the CCA_CNTL no longer indi-
cates a packet, the counter 282-1 stops incrementing.

In another example, a packet is received in a 20 MHz wide
secondary portion (EXTN) of a 40 MHz communication
channel, and no signal is received in a 20 MHz wide primary
portion (CNTL) of the 40 MHz communication channel. In
this example, the CCA_EXTN indication will indicates
detection of a packet in the secondary portion (EXTN) when
the packet is received. On the other hand, the CCA_CNTL
indication will not indicate detection of a packet because
there is not a packet transmitted in the primary portion
(CNTL). The counter 282-2 increments, whereas the counter
282-1 will not increment. When the CCA_EXTN no longer
indicates a packet, the counter 282-2 stops incrementing.

In another example, a 40 MHz wide packet is received in
the 40 MHz communication channel according to the wide
bandwidth protocol. In this example, the CCA_CNTL indi-
cation will indicate detection of a packet in the primary por-
tion, and the CCA_EXTN indication will indicate detection
of'a packet in the secondary portion. Both of the counters 282
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increment. When the CCA_CNTL and CCA_EXTN no
longer indicate a packet, the counters 282 stop incrementing.

Inanother example, a 40 MHz wide duplicate narrow band-
width packet is received in the 40 MHz communication chan-
nel. In this example, the CCA_CNTL indication will indicate
detection of a packet in the primary portion, and the CCA_E-
XTN indication will indicate detection of a packet in the
secondary portion. Both of the counters 282 increment. When
the CCA_CNTL and CCA_EXTN no longer indicate a
packet, the counters 282 stop incrementing.

In other embodiments, the CCA measurement counter unit
278 comprises a single counter 282. In this embodiment, the
single counter 282 increments only when both indications
CCA_EXTN and CCA_CNTL indicate detection of a packet
in the first bandwidth portion and detection of a packet in the
second bandwidth portion.

The packet type detector 266 is coupled to the preamble
decoder 234 discussed above with respect to FIG. 2A.

The packet type detector 266 also includes logic 290
coupled to the CCA measurement counter unit 278 and to the
preamble decoder 234. In an embodiment, the logic 290 com-
pares the counter 282-1 and the counter 282-2 to the value in
the CCA count threshold register 270. Based on the result of
the comparison and the WD_PKT signal, the logic 290 gen-
erates an indication Rx_Info .., of a type of packet received
via the first and a second bandwidth portions of the commu-
nication channel, in an embodiment.

Table 2 is a table of the RX_Info, values generated by
the logic 236 based on the type of packet received, in an
embodiment in which the wide bandwidth protocol is the
IEEE 802.11n Standard.

TABLE 2

Type and number of packets received
via 40 MHz communication channel

RX_Inforey
value

Single packet received via 20 MHz primary channel
Single packet received via 20 MHz secondary channel
Single packet received via 40 MHz channel

Duplicate packet received via 20 MHz

primary and secondary channel

W= O

In an embodiment, the logic 290 generates an RX_Info.,
value corresponding to 00 if counter 282-1 exceeds the CCA
count threshold value in register 270 and if counter 282-2
does not exceed the CCA count threshold in register 270. The
logic 290 generates an RX_Info .., value corresponding to
01 if counter 282-1 does not exceed the value of CCA count
threshold register 270 and if the counter 282-2 exceeds the
value of the CCA count threshold register 270. In an embodi-
ment, the logic 290 generates an RX_Info., value corre-
sponding to 11 if counter 282-1 and counter 282-2 both
exceed the CCA count threshold value in the register 270 and
WD_PKT does not indicate that the packet is a single packet
that occupies both the first bandwidth portion and the second
bandwidth portion. The logic 290 generates an RX_Info .,
value corresponding to 10 if the counter 282-1 and counter
282-2 exceed the value in the CCA count threshold register
270 and WD_PKT indicates that the packet is a single packet
that occupies both the first bandwidth portion and the second
bandwidth portion, in an embodiment.

In an embodiment, the logic 290 is configured to generate
an indicator (CCA_CNTL_DETECT) of when the counter
282-1 exceeds the value in the CCA count threshold register
270. In an embodiment, the logic 290 is configured to gener-
ate an indicator (CCA_EXTN_DETECT) of when the
counter 282-2 exceeds the value in the CCA count threshold
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register 270. In an embodiment, the logic 290 is configured to
generate RX_Info .., based on CCA_CNTL_DETECT and
CCA_EXTN_DETECT.

In other embodiments, additional signal energy measure-
ment unit(s) corresponding to additional bandwidth
portion(s) (e.g., a tertiary portion, a quaternary portion, etc.)
when a packet according to the narrow bandwidth protocol is
duplicated in multiple bandwidth portions. In these embodi-
ments, the CCA unit 262 is coupled to the additional signal
energy measurement unit(s), and generates additional CCA
indicator signal(s) for the additional bandwidth portion(s).
The carrier sense measurement counter unit 278 receives
indication(s) for detection(s) of a packet received via further
bandwidth portion(s). In an embodiment, the logic 290 com-
pares values of more than two counters to the value in the in
the CCA count threshold register 270 to determine if a dupli-
cate narrow bandwidth packet was received. In another
embodiment, the logic 290 compares a value of single counter
to the value in the CCA count threshold register 270 to deter-
mine if a duplicate narrow bandwidth packet was received.

FIG. 2C is a diagram of another example packet assess-
ment processor 300, according to another embodiment. The
packet assessment processor 300 is included in a PHY pro-
cessing unit such as the PHY processing unit 20 and/or the
PHY processing unit 29 (FIG. 1), in an embodiment. The
packet assessment processor 300 comprises a CS packet
assessment processor 304. In an embodiment, the CS packet
assessment processor 304 is similar to the packet assessment
processor 200 of FIG. 2A, and the CS packet assessment
processor 304 is configured to generate the CS_CNTL_DE-
TECT and CS_EXTN_DETECT signals as discussed above.
Inan embodiment, the CS packet assessment processor 304 is
not configured to generate RX_Info .. and is not configured to
utilize the WD_PKT signal from the preamble decoder 234.

The packet assessment processor 300 also comprises a
CCA packet assessment processor 308. In an embodiment,
the CCA packet assessment processor 308 is similar to the
packet assessment processor 250 of FIG. 2B, and the CCA
packetassessment processor 308 is configured to generate the
CCA_CNTL_DETECT and CCA_EXTN_DETECT signals
as discussed above. In an embodiment, the CCA packet
assessment processor 308 is not configured to generate
RX_Info.., and is not configured to utilize the WD_PKT
signal from the preamble decoder 234.

The packet assessment processor 300 also comprises logic
312 coupled to the CS packet assessment processor 304 and
the CCA packet assessment processor 308. The logic 312
receives the CS_CNTL_DETECT and CS_EXTN_DETECT
signals from the CS packet assessment processor 304 and the
CCA_CNTL_DETECT and CCA_EXTN_DETECT signals
from the CCA packet assessment processor 308. The logic
312 also receives WD_PKT signal from the preamble
decoder 234, in an embodiment.

In an embodiment, the logic 312 is configured to generate
RX_Info values based on the type of packet received similar
to the values in Table 1 and Table 2, in an embodiment in
which the wide bandwidth protocol is the IEEE 802.11n
Standard.

In an embodiment, the logic 312 is configured to generate
RX_Info value corresponding to 00 if CS_CNTL_DETECT
indicates a packet, CS_EXTN_DETECT does not indicate a
packet, CCA_CNTL_DETECT indicates a packet, and
CS_EXTN_DETECT does not indicate a packet. In an
embodiment, the logic 312 is configured to generate RX_Info
value corresponding to 01 if CS_CNTL_DETECT does not
indicates a packet, CS_EXTN_DETECT indicates a packet,
CCA_CNTL_DETECT does not indicate a packet, and
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CS_EXTN_DETECT indicates a packet. In an embodiment,
the logic 312 is configured to generate RX_Info value corre-
sponding to 11 if all of CS_CNTL_DETECT, CS_
EXTN_DETECT, CCA_CNTL_DETECT, CS_CNTL_DE-
TECT indicate a packet and WD_PKT does not indicate that
the packet is a single packet that occupies both the first band-
width portion and the second bandwidth portion. In an
embodiment, the logic 312 is configured to generate RX_Info
value corresponding to 10 if all of CS_CNTL_DETECT,
CS_EXTN_DETECT, CCA_CNTL_DETECT,
CS_CNTL_DETECT indicate a packet and WD_PKT indi-
cates that the packet is a single packet that occupies both the
first bandwidth portion and the second bandwidth portion, in
an embodiment.

The logic 312 also receives configuration information, in
an embodiment. In an embodiment, the logic 312 is config-
urable so that the logic 312 ignores CS information or ignores
CCA information. For example, the logic 312 is configured in
an embodiment, according to the configuration information,
so that the logic 312 ignores CCA information and generates
RX_Info value corresponding to 00 if CS_CNTL_DETECT
indicates a packet, and CS_EXTN_DETECT does not indi-
cate a packet; generates RX_Info value corresponding to 01 if
CS_CNTL_DETECT does not indicates a packet, and
CS_EXTN_DETECT indicates a packet; generates RX_Info
value corresponding to 11 if both of CS_CNTL_DETECT
and CS_EXTN_DETECT indicate a packet and WD_PKT
does not indicate that the packet is a single packet that occu-
pies both the first bandwidth portion and the second band-
width portion; generates RX_Info value corresponding to 10
if both of CS_CNTL_DETECT and CS_EXTN_DETECT
indicate a packet and WD_PKT indicates that the packet is a
single packet that occupies both the first bandwidth portion
and the second bandwidth portion, in an embodiment.

As another example, the logic 312 is configured in an
embodiment, according to the configuration information, so
that the logic 312 ignores CS information and generates
RX_Info value corresponding to 00 it CCA_CNTL_DE-
TECT indicates a packet, and CCA_EXTN_DETECT does
not indicate a packet; generates RX_Info value correspond-
ing to 01 if CCA_CNTL_DETECT does not indicates a
packet, and CCA_EXTN_DETECT indicates a packet; gen-
erates RX_Info wvalue corresponding to 11 if both of
CCA_CNTL_DETECT and CCA_EXTN_DETECT indi-
cate a packet and WD_PKT does not indicate that the packet
is a single packet that occupies both the first bandwidth por-
tion and the second bandwidth portion; generates RX_Info
value corresponding to 10 if both of CCA_CNTL_DETECT
and CCA_EXTN_DETECT indicate a packet and WD_PKT
indicates that the packet is a single packet that occupies both
the first bandwidth portion and the second bandwidth portion,
in an embodiment.

In other embodiments, the logic 312 is not configurable to
ignore CS information or CCA information.

FIGS. 3-5 are timing diagrams corresponding to illustra-
tive examples for an embodiment in which the wide band-
width protocol is the IEEE 802.11n Standard. For instance,
FIG. 3 is atiming diagram for an example of generation of the
RX_INFO[1:0] signals of FIG. 2C when a single 40 MHz
wide IEEE 802.11n Standard packet is received via a 40 MHz
communication channel. In this example, the CS_CNTL sig-
nal goes high at 302 for a time period roughly corresponding
to the L-STF, and the CS_EXTN signal also goes high at 304
for a time period roughly corresponding to the L-STF. Addi-
tionally, CCA_CNTL signal goes high at 306 and the
CCA_EXTN signal also goes high at 308. Eventually, the
RX_Info signal changes to a value 3. When the WD_PKT
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indicates that the packet is a single packet 40 MHz wide
packet, the RX_Info signal changes to a value 2.

FIG. 4 is a timing diagram for an example of generation of
the RX_INFO[1:0] signals when a packet is received via a 20
MHz primary subchannel of a 40 MHz communication chan-
nel. In this example, the CS_CNTL signal goes high at 402 for
a time period roughly corresponding to the L-STF, and the
CS_EXTN remains low (404). Additionally, CCA_CNTL
signal goes high at 406 and the CCA_EXTN signal goes high
for a short time period, but then remains low (408). The
RX_Info signal remains at 0.

FIG. 5 is a timing diagram for an example of generation of
the RX_INFO[1:0] signals when a duplicate packet is
received via a 20 MHz primary subchannel and a 20 MHz
secondary subchannel. In this example, the CS_CNTL signal
goes high at 502 for a time period roughly corresponding to
the L-STF, and the CS_EXTN signal also goes high at 504 for
a time period roughly corresponding to the L-STF. Addition-
ally, CCA_CNTL signal goes high at 506 and the CCA_E-
XTN signal also goes high at 508. Eventually, the RX_Info
signal changes to a value 3. The WD_PKT never indicates
that the packet is a single packet 40 MHz wide packet, so the
RX_Info signal remains at 3.

At least some of the various blocks, operations, and tech-
niques described above may be implemented utilizing hard-
ware, a processor executing firmware instructions, a proces-
sor executing software instructions, or any combination
thereof. When implemented utilizing a processor executing
software or firmware instructions, the software or firmware
instructions may be stored in any computer readable memory
such as on a magnetic disk, an optical disk, or other storage
medium, in a RAM or ROM or flash memory, processor, hard
disk drive, optical disk drive, tape drive, etc. Likewise, the
software or firmware instructions may be delivered to a user
or a system via any known or desired delivery method includ-
ing, for example, on a computer readable disk or other trans-
portable computer storage mechanism or via communication
media. Communication media typically embodies computer
readable instructions, data structures, program modules or
other data in a modulated data signal such as a carrier wave or
other transport mechanism. The term “modulated data signal”
means a signal that has one or more of'its characteristics set or
changed in such a manner as to encode information in the
signal. By way of example, and not limitation, communica-
tion media includes wired media such as a wired network or
direct-wired connection, and wireless media such as acoustic,
radio frequency, infrared and other wireless media. Thus, the
software or firmware instructions may be delivered to a user
or asystem via a communication channel such as a telephone
line, a DSL line, a cable television line, a fiber optics line, a
wireless communication channel, the Internet, etc. (which are
viewed as being the same as or interchangeable with provid-
ing such software via a transportable storage medium). The
software or firmware instructions may include machine read-
able instructions that, when executed by the processor, cause
the processor to perform various acts.

When implemented in hardware, the hardware may com-
prise one or more of discrete components, an integrated cir-
cuit, an application-specific integrated circuit (ASIC), etc.

While the present invention has been described with refer-
ence to specific examples, which are intended to be illustra-
tive only and not to be limiting of the invention, changes,
additions and/or deletions may be made to the disclosed
embodiments without departing from the scope of the inven-
tion.
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What is claimed is:
1. A method, implemented in a communication device, for
detecting a duplicate packet in a signal, the method compris-
ng;
receiving the signal at the communication device;
performing, in the communication device and for each ofa
plurality of frequency bands, a carrier sense (CS) opera-
tion on the received signal, wherein performing a CS
operation includes performing a respective autocorrela-
tion on the received signal in a respective one of the
plurality of frequency bands;
performing, in the communication device and for each of
the plurality of frequency bands, a clear channel assess-
ment (CCA) operation on the received signal, wherein
performing a CCA operation on the received signal
includes measuring a respective amount of energy in a
respective one of the plurality of frequency bands; and

determining, in the communication device, whether the
received signal corresponds to a packet duplicated in
each of the plurality of frequency bands based on (i) the
CS operations, and (ii) the CCA operations.

2. The method of claim 1, wherein performing the CS
operation includes measuring a respective time duration for
which the respective autocorrelation exceeds a first threshold.

3. The method of claim 2, wherein performing the CS
operation further includes comparing the respective time
duration to a second threshold.

4. The method of claim 1, wherein performing the CCA
operation includes measuring a respective time duration for
which the respective amount of energy exceeds a first thresh-
old.

5. The method of claim 4, wherein performing the CCA
operation further includes comparing the respective time
duration to a second threshold.

6. The method of claim 1, wherein each of the plurality of
frequency bands has a bandwidth of 20 MHz.

7. The method of claim 1, wherein:

determining whether the received signal corresponds to a

packet duplicated in each of the plurality of frequency
bands is performed with a logic device; and

the method further comprises configuring the logic device

such that determining whether a subsequently received
signal corresponds to a packet duplicated in each of the
plurality of frequency bands is based on CS operations
and is not based on CCA operations.

8. The method of claim 1, wherein:

determining whether the received signal corresponds to a

packet duplicated in each of the plurality of frequency
bands is performed with a logic device; and

the method further comprises configuring the logic device

such that determining whether a subsequently received
signal corresponds to a packet duplicated in each of the
plurality of frequency bands is based on CCA operations
and is not based on CS operations.

9. The method of claim 1, the method further comprising:

decoding, in the communication device, at least a portion

of a preamble in the received signal to determine
whether the received signal corresponds to a single
packet in the plurality of frequency bands,

wherein determining whether the received signal corre-

sponds to a packet duplicated in each of the plurality of
frequency bands is based on (i) the CS operations, (ii)
the CCA operations, and (iii) a determination whether
the received signal corresponds to a single packet in the
plurality of frequency bands.
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10. An apparatus for detecting a duplicate packet in a
signal, the apparatus comprising:

a carrier sense (CS) packet assessment processor config-

ured to analyze a received signal at least by performing
a respective autocorrelation on the received signal in
each of a plurality of frequency bands;

a clear channel assessment (CCA) packet assessment pro-
cessor configured to analyze the received signal at least
by measuring a respective amount of energy in each of
the plurality of frequency bands; and

logic configured to determine whether the received signal
corresponds to a packet duplicated in each of the plural-
ity of frequency bands based on (i) outputs generated by
the CS packet assessment processor, and (ii) outputs
generated by the CCA packet assessment processor.

11. The apparatus of claim 10, wherein the CS packet
assessment processor comprises:

a first autocorrelator configured to perform a first autocor-
relation on the received signal in a first frequency band,
of the plurality of frequency bands, to generate a first
autocorrelation output;

a second autocorrelator configured to perform a second
autocorrelation on the received signal in a second fre-
quency band, of the plurality of frequency bands, to
generate a second autocorrelation output;

a first CS detection unit configured to generate a first CS
detection signal based on whether the first autocorrela-
tion output exceeds a first threshold;

asecond CS detection unit configured to generate a second
CS detection signal based on whether the second auto-
correlation output exceeds a second threshold; and

a counter unit configured to measure (i) a first duration of
the first CS detection signal and (ii) a second duration of
the second CS detection signal.

12. The apparatus of claim 11, wherein the CS packet
assessment processor further comprises logic to determine (i)
whether the first duration exceeds a CS count threshold and
(i1) whether the second duration exceeds the CS count thresh-
old.

13. The apparatus of claim 10, wherein the CCA packet
assessment processor comprises:

a first energy measurement unit configured to generate a
first energy measurement of the received signal in a first
frequency band of the plurality of frequency bands;

asecond energy measurement unit configured to generate a
second energy measurement of the received signal in a
second frequency band of the plurality of frequency
bands;
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a CCA assessment unit configured to (i) generate a first
CCA detection signal based on the first energy measure-
ment and (ii) generate a second CCA detection signal
based on the second energy measurement; and

a counter unit configured to measure (i) a first duration of
the first CCA detection signal and (ii) a second duration
of the second CCA detection signal.

14. The apparatus of claim 13, wherein the CCA packet
assessment processor further comprises logic configured to
determine (i) whether the first duration exceeds a CCA count
threshold and (ii) whether the second duration exceeds the
CCA count threshold.

15. The apparatus of claim 10, wherein each of the plurality
of frequency bands has a bandwidth of 20 MHz.

16. The apparatus of claim 10, wherein the logic configured
to determine whether the received signal corresponds to a
packet duplicated in each of the plurality of frequency bands
is reconfigurable to:

determine whether a subsequent received signal corre-
sponds to a packet duplicated in the plurality of fre-
quency bands based on outputs generated by the CS
packet assessment processor and not based on outputs
generated by the CCA packet assessment processor.

17.The apparatus of claim 10, wherein the logic configured
to determine whether the received signal corresponds to a
packet duplicated in each of the plurality of frequency bands
is reconfigurable to:

determine whether a subsequent received signal corre-
sponds to a packet duplicated in each of the plurality of
frequency bands based on outputs generated by the CCA
packet assessment processor and not based on outputs
generated by the CS packet assessment processor.

18. The apparatus of claim 10, further comprising:

a preamble decoder configured to decode at least a portion
of a preamble in the received signal to determine
whether the received signal corresponds to a single
packet in the plurality of frequency bands,

wherein the logic is configured to determine whether the
received signal corresponds to a packet duplicated in
each of the plurality of frequency bands based on (i)
outputs generated by the CS packet assessment proces-
sor, (ii) outputs generated by the CCA packet assess-
ment processor, and (iii) whether the received signal
corresponds to a single packet in the plurality of fre-
quency bands.



